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1. Introduction

Various third-party software applications are utilized in the development and hosf'ti"ng of
government websites and wab applications. Additionally, specific versions -of some of
these third-party software programs have been identified to contain critical or high

vulrierabilities. It is strongly advised to promptly upgrade any existing
party software upon the discovery of critical or high vulnerabilities.

information on thé names and versions of such vuinerable thi
components.

Example of some of iheke_y Third.Party Softwares:

vetsions of third-
NCIIPC provides
rd-party .software

1. | Operating System Wi_nd_owé Server, Ubuntu, CentQS, Red Hat
Software Enterprise Linux (RHEL), and Debian
2. |Database [MSSQL, MYSQL, PostgreSQL, ORACLE, Mongo DB,
| IBMDB2
3. | Application Nginx, Apache, Ap‘ééhe“HTTP Séﬂ?,"ef, IS
- Server
4, | Other Softwares | Open BI, Microsoft Azure Prodtct, MSMQ, GitHuD,
Azureé Kubernetes, Adobe, Siemens etcl-:.

2. Abbreviation

S-No. | ABBreviation | | T Descripton —
1 1 NClrC National Critical Information Infrastructure >
Rr‘gtec_tion Centre
CISO Cﬁié‘f Information Security Officer
SeMT State e-Governance Mission Team
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CeG Centre for e-Governance
UPSDC Uttar Pradesh State Data Center
SoP Standard Operating Procedure

3. Traffic Light Protocol (TLP) .
The advisory provided by NCIIPC includes a Traffic Light Protoicol (TLP), which
specifies the intended audience for sharing. TLP promotes enha:nced information
sharing by categorizing information into different levels to ensure it is shared
appropriately. It utilizes four colors 1o denote expected sharing bcf)undaries for the
recipients. Below are the definitions of TLP levels: '

;

TLP: Red Not for disclosure, restricted to participants on;ly.

TLP: Amber+Strict | Limited disclosure, restricted to participants’ o;rganization.

Limited disclosure, restricted to participants'] organization
and its clients ,

|

TLP: Green Limited disclosure, restricted to the communit):r.

TLP: Amber

TLP: Clear Disclosure is not limited.

4. Key Stakeholders
(a) NCiIPC
(b) State CISC
(c) Department CISO
(d) Deputy CISO
(e) SeMT/ CeG Team
(f) UPSDC Team
(g) Application owner of hosted appilication

(h) Technical Team of respective Application
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5. Step for Vulnerability Resolution in the installed third party products

R A

. 1) The State CISO sends cyber security 'vulner‘ability ddvisories for installad
components from NCIIPC to the SeMT team via emait for prompt action,

2) The SeMT team informs the respéctive Depaftment C150, Deputy CISO, arid
UPSDC Manager about cyber security vulnerabilities in installed componerits.
They share detalls such.as
< Component name
% ‘Version
* Severity Level (Critical, High, Medium, Low)

3) Vulnerabilities in installed components rated as Critical/ or High seveérity must
be resolved within two weeks from the reporting date to. the respective
department.

4) It's also recommended to wupdate patches or versions| for installed
cofmponents which are rated as Medium / or Low severity level.

5) The CISO, with the help of the Deputy CISO and application owner, directs
the concern team to fix the viilnerability within the set timeline (within' two'
weeks for Criticall or High Severity) and updates the concerhed
stakeholders (e.g., SeMT/CeG Team and UPSDC Manager/UPSDC team).

6) If the website: or web application of vulnefable installed components Is
hosted in UPSDC, the UPSDC  Manager deacti\laftéls it if the
vulnerabilities are not resolved within the given timeline. Three reminders
are sent by the UPSDC team.to the application owner and other stakeholders:

- two reminders in the first week and one reminderin the second Wweek.

7) The SeMT team coordinates and updates the NCIIPC ab6ut jthe status -of

vulnerability closure.

6. Role & Responsibllity of Stakeéholder

(d) The -'S't“at_"e CISO oversees and monitors the entire process of ‘vulnerability

closure.

(b) The Department CISO ehsures that vulnerabilities are addressed within the

specified timeframe.
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(c) The Deputy CISO technically assists CISO in vulnerability closure.

(d) The Application Owner assists the CISO and instruct the relevant technical
team in ensuring timely closure of vulnerabilities.

(e) The SeMT/CeG Team coordinates with all stakeholders to ensure timely
communication and closure of vulnerabilities, as well as maintaining the State
Level Application Information Repository. '

(f) The UPSDC Team sends reminders, deactivates applications if- vulnerabilities
are not resolved, and updates the State Level Application Information
Repository for applications hosted in UPSDC.

(8) The Technical Team of the concerned department is responsible for closing
vulnerabilities within the given timeframe and ensuring that no such vulnerabilities
exist in the hosted application.

. It is also recommended to create, update and maintain a State Level Application

Information Repository for all hosted applications and their installed third-party
components along with their versions across the State Line Departments. The
repository should tentatively include the following fields to be maintained:

o+
0“

Name of Department

Application Name

Hosting Place (SDC/ or other Cloud Platform (Name of the Cloud Piatform)
Url of the Application

Nature of Application (Critical/ Non-Critical)

Installed Components Details

Name, Version, Company name, any other details

CISO

Deputy CIS

Owner of the Application
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8. Process Flow
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1.

SoP. for Resolving Vulnerabilities Identified in Uttar Pradesh
Websites/ Web Applications by NCIIPC

Introduction-

NCIIPC coﬁducts regular audits of State Critical Information Infra

web application.

2. Abbreviation

|

structures (CII) to
safeguard them against cyber attacks. As part of this advisory, INCIIPC provides
information on vulnerable websites or web applications for immediate fesolution. Taking
swift action is advised to address the identified vuinerabilities in the im:pacted website or

[
i

S. No: - w;bre:v_latIOn Description.

_ 5

1 NGHPG———Nationat-Criticat-Informatiorrnfrastradtare-
Proteclion Centre ;

2 CISO Chief Information Security Officer

3 SeMT State e-Governance Mission Team

4 CeG Centre for e-Governance ' !

5 UPSDC Uttar Pradesh State Data Center '

6 SoP Standard Operating Procedure
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3. Traffic Light Protocol (TLP)

The advisory provided by NCIIPC includes a Traffic. Light Prétocol (TLP), which
specifies the intended audience: for shaﬁn“g. TLP promotes enhanced information
sharing by categorizing information into différefit levels to -ensure it is shared:
appropriately. It utilizes four colors to denote -expected sharmg boundaries: for the
recipients. Below-are the definitions of TLP levels:.

TLP: Red | Not for disclosure, restricted'to participants oflly.

| TLP: Amber+Strict | Limited-disclosure, restricted to participants’ organization.

TLF: Am'beri L,ifﬁit;e‘d- disclosure, restiicted to Ip'a'rt‘ici'pa'gitg.! drgaﬁi‘zétidnf;
' and.its clients ' |
|
TLP: Green Limited disclosure, restricted’to the commiunity. 4
TLP: Cledr | Disclosureis not linited.
4. Key Stakeholders
(2) NCIIPC
(b) State CISO
(c) Department CISO
(d) beputy CISO
(e) SeMT/ CeG Team
) UPSDC Team
(g) Application owner.of hosted application
(h) Technical Team of respective Application
Page 2 of 5
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5. Step for Vulnerability Resolution in the Website/ Web application

(a) The State CISO sends the vulnerable website/ web application information
received from NCHPC to the SeMT team via email for prompt action.

(b) The SeMT team notifies the respective Department CISO, Deputy CISO, and

UPSDC Manager about the vulnerable website/ web application. They share
details such as: . | }

i

!

“ Name of the Department
+ Name of the Website/ Web Application
+ URL of the Website/ Web Application ;
< Vulnerability Details
{c) Vulnerabilities disclosed must be fixed within two weeks from the reporting
date to the respective department. i
(d) The CISQ, with the help of the Deputy CISO and application o!.vner, instructs
the relevant team to fix the vulnerability within the set timeline and updates
the concerned stakeholders (e.g., State CISO, SeMT/CeG Teaw and UPSDC
Manager/UPSDC team). :
{e) It is also recommended to conduct full audit of the application after resélving
the vulnerability.
(f) If the vulnerable website or web application Is hosted In UPSDC, the
UPSDC Manager deactivates it if the vulnerabilities are inot resolved
within the given timeline. Three reminders are sent by the UPSDC team to
the application owner and other stakeholders: two reminders inl the first .week
and one reminder in the second week. ‘
-{g) The SeMT team coordinates and updates the NCIIPC abouti the status of
vulnerability closure,

i
|

6. Role & Responsibility of Stakeholder :
|

(a) The State CISO oversees and monitors the entire process of vulnerability
closure. .

(b) The Department CISO ensures that vulnerabilities are address;ed within the
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specified timeframe.
(c) The Deputy CISO technically assists CISO-in vulnerability closure!

{d) The Application Owner assists the CISO and instruct the relevant technical

team in ensuring timely closure of vulnerabliities. _
(¢) The SeMT/CeG Team coordinates with all stakeholders fo

ensure timely

communication and ¢losure of vulnerabilities, as well as maintaining the State Level

Application Information Repository.
() The UPSDC Teari sends -réminders, deacﬁvates applications | fl
are not resolved, and updates the State Level Application
Repository for applications hosted:in UPSDC.

vulherabilities
liiformation

(g)ffrhe Technical Team of the .concerned department is respofisible for tlosing

vulnerabllities within the .given.timeframe and-ensuring that no such
exist in the hosted application.

vulnerabilities

- Itis;also recommended to create, -update and maintain a fstfai.tje‘:!._g“vgl‘,jx'pp!lc,atIOr]-
Information Repository for all ‘hosted applications and their installed third=party.
components along with their versions across the ‘State Line ‘Departments. The

repository sh‘c)uld'lt_'g_a‘nt_a_tiyely include the following fields to be maintained:

@- Name of Départment

% Application Name _

% Hosting Place (SDC/ or-other Cloud Platform {Specify the Nama.of
Platforim)

++ Urlof the Application

+_Nature of Application (Critical/ Non-Critical)

% Installed Components Details

< Name, Vérsi'on_,Com‘pa"ﬁyﬁamé, any other details

< CISO

< Deputy CISO

% Owner of the Application

the Cloud
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8. Process Flow
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1. Introduction

An Indicator of Compromise (I0C).is.a piece-of information that indicates a potential
security breach or cyberattack. NCIIPC -shares malicious URLs & |Ps under this
- advisory. It is fecommended to immediately blocks these URLs/ iPs in their
Firewalls/ other security systems to.protéct Critical Information Infrastructure of the
State.

2. Abbreviation

S. No. Ahﬁre.vla:tl‘oh R Description

1 o NC!IPC o Nat:onal C-riﬁcﬁl ln‘fo‘,rmat__ior,\_ fiﬁ*fr_as}ruci!gﬂte h
Protection Centre

2 CISO Chief'Informatich Security Officer

3 | ‘SeMT State-e-Governance Mission Team

4. CeG Cefitre for e-Governance

5 UPSDC Uttar Pradesh State Data Center

6 | soP | Standard Operating Procedure
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3. Traffic Light Protocol (TLP)

The advisory provided by NCIIPC includes a Traffic Light Protocogl (TLP), which
specifies the intended audience for sharing. TLP promotes enhanced information

sharing by categorizing information into different levels to ensure it is shared

appropriately. It utilizes four colors to denote expected sharing boundarles for the

recipients. Below are the definitions of TLP levels:

TLP: Red Not for disclosure, restricted to participants o:nly.

TLP: Amber+Strict | Limited disclosure, restricted to participants' forganization.

Limited disclosure, restricted to parti’cipanté’ organization

TLP: Amber L ,
and its clients :
A
!

TLP: Green Limited disclosure, restricted to the community.
TLP: Clear Disclosure is not limited. E

4. Key Stakeholders
(a) NCIIPC
(b) State CISO
(c) Department CISO
(d) Deputy CISO
(e) SeMT/ CeG Team
(f) UPSDC Team
(g) Application owner of hosted application

(h) Technical Team of respective Application
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5. Step for Implementation of Cybet Security Advisory - 10Cs

- % 10C - URLs (Uniform ,Rg'sogrge Locatar)

6. Role & Responsibility of Stakeholder

1) The State CISO sends the: loC advisory feceived from NCHPC tolthe SeMT
team via email for prompt-action.
2) The SeMT team informs. the respective Depaftment CISO, Deputy CISO,
and UPSDC Manager about the cyber security advisory and recommends
updating it in their firewall .or wheréver ap'pl'ipab'le. They share -details such
as

% 10C - IPs (Internet Protocol)

3_) loCs should be implemented within 48 hours from the reporting date. Both.
the UPSDC Manager/UPSDC team and Department CISO/Deputy CISO
should acknowledge, implement, and share-their .s,tatu.L‘,s via -email to the
concerned staketiolders (State CiSO, SeMT/CeG, Application Owner).

4) The SeMT team coordinates and updates the NCIIPC about the status -of

© the implenientation, |

(a) The State CISO is responsible. for overseeing and monitoring the overall
process of implementing (oCs.

{b) The Department CISO ensures that 10Cs advisories are implemented -
within tha specified timeline.

(c}'The Deputy CISO technically assists CISO in iffiplementing cyber security-
related advisories.

(d) The Application Owner assists the ¢ISO in erisuring the implementation of
loCs advisories within the given timeiirie.”
(e) The SeMT/CéG Team coordinates with all stakeholders to ensure timely
dissemination of information.and implementation of 16Cs advisorie

(52

() The UPSDC Team .ensures the implemernitation of 10Cs advisories within
- the given timeline.
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(g) The Technical Team of the concerned department is also resp!pnsible for
implementing loCs advisories under the supervision of the' CISO &

application owner, i

7. Process Flow
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